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Controller: ProduoAls.r.o., Company ID (1C0) 29517834,
withits registered office at Karla Englise 3208/5, Smichov,
150 00 Prague 5, Czech Republic, registeredin the
Commercial Register maintained by the Municipal Courtin
Prague, Section C, Insert 447839, e-mail

» o«

info@produoai.com (“ProduoAl”, “we”).

This policy explains how we process personal datawhen
operating the ProduoAl marketplace at
marketplace.produoai.com (the “Platform”). It applies to
Clients, Creators, their contact persons and website
visitors. Capitalised terms have the meaning givenin the
Terms of Use of the ProduoAl Platform. In the event of any
discrepancy between the language versions, the Czech
version prevails.

1 What personal data we process

- Account data: first name and surname, e-mail,
password (in hashed form only), role (Client / Creator),
company name, company ID (verified in public registers,
in particular ARES), language, date of registration and
e-mail confirmation.

- Creator Profile data: name, professional title, photo,
description of services, category, tools used, country,
prices, portfolio and links to samples (e.g. showreel),
response time, number of Completed Engagements
andratings.

- Projects: content of briefs posted by Clients, including
budget, deadline and attached materials.

- Messages: content of chat messages, time sent and
read, attachments and the result of the automated
spam and fraud check.

- Engagements and ratings: marking of an Engagement
as completed, ratings and comments given by Clients
to Creators.

- Subscription and payment data: Trial Period and
Subscription status, selected currency, payment
history, billing details, customeridentifier at the
payment provider. We do not process full payment card
numbers; these are processed directly by Stripe.

Spravce: ProduoAls.r.o., ICO 29517834, se sidlem Karla
Englise 3208/5, Smichov, 150 00 Praha 5, zapsand v
obchodnim rejstfiku vedeném Méstskym soudem v Praze,
oddil C, vlozka 447839, e-mail info@produoai.com
(,ProduocAl‘, ,my*).

Tyto zasady vysvétluji, jak zpracovavame osobniudaje pfi
provozu marketplace ProduoAl na adrese
marketplace.produoai.com (,Platforma®). Tykaji se Firem,
Tvared, jejich kontaktnich osob a navstévnikd webu. Pojmy s
velkym poc¢atecnim pismenem majivyznam podle
Podminek uzivani platformy ProduoAl. V pfipadé rozporu
mezi jazykovymiverzemi ma prednost Ceska verze.

1 Jaké osobniudaje zpracovavame

- Udaje o Gétu: jméno a pfijmeni, e-mail, heslo (pouze v
zaSifrované podobé), role (Firma / Tvlirce), nazev firmy,
ICO (ovéfené ve vefejnych rejstficich, zejména v ARES),
jazyk, datum registrace a potvrzeni e-mailu.

- Udaje v Profilu Tvlrce: jméno, profesnititul, fotografie,
popis sluzeb, kategorie, pouzivané nastroje, zemé, ceny,
portfolio a odkazy na ukazky (napf. showreel), idaje o
dobéreakce, poctu Dokoncenychzakazek a
hodnoceni.

- Projekty: obsah briefl zadanych Firmou, véetné
rozpodctu, terminu a pfiloZzenych materialQ.

- Zpravy: obsahzpravv chatu, Cas odeslania precteni,
pfilohy a vysledek automatické kontroly spamu a
podvodu.

- Zakazky a hodnoceni: oznaceniZakazky jako
dokoncené, hodnoceni a komentare, které Firmy udéli
Tvlrcdm.

- Udaje o Pfedplatném a platbach: stav Zkugebniho
obdobiaPredplatného, zvolena ména, historie plateb,
faktura¢niudaje, identifikdtor zdkaznika u platebniho
poskytovatele. Uplné &islo platebnikarty
nezpracovavame, zpracovava jej pfimo Stripe.
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- Technical data: IP address, device and browser type,
loginrecords and security logs, cookie data.

- Analytics data: data onvisits and use of the Platform
from Google Analytics, only if you have given consent.

- Communication with us: enquiries, complaints, content
notices and theirhandling.

2 Purposes and legal bases

- Registration and account management, operation of
the Platform - performance of a contract (Art. 6(1)(b)
GDPR).

- Publication of the Creator Profile in the Catalogue -
performance of the contract with the Creator.

- Displaying Projects to logged-in Creators and
facilitating communication between Clients and
Creators - performance of a contract.

- Service e-mails (e-mail confirmation, new message
notifications, end of Trial Period, failed payment,
changes to terms) - performance of a contract.

- Subscription, invoicing and accounting - performance
of acontractand compliance with alegal obligation
(Art. 6(1)(c) GDPR).

- Creatorratings and Completed Engagement statistics
- legitimate interest in a trustworthy Catalogue (Art.
6(1)(f) GDPR).

- Automated spam and fraud checks of messages -
legitimate interest in protecting Users and Platform
security.

- Security, fraud and abuse prevention, content
moderation, handling notices and complaints -
legitimate interest and compliance with legal
obligations, in particular under Regulation (EU)
2022/2065 on digital services.

- Commercial communications (Platform news) - to
existing Users under Section 7(3) of Act No. 480/2004
Coll. on offering own similar services, with the option to
optout at any time; otherwise only with consent.

- Website analytics (Google Analytics) - consent (Art.
6(1)(a) GDPR) givenin the cookie banner.

- Protection of legal claims - legitimate interest.

Providing account and Profile datais a condition for
concluding the contract foruse of the Platform; without it,
the Platform cannot be used.

3 Whatis public and who sees what

3.1. The Creator Profile is public. During the Trial Period and
Subscription, the Profile is displayed in the Catalogue and
available to anyone onthe internet, including possible

- Technické Gdaje: IP adresa, typ zafizeni a prohlizece,
zadznamy o prihlaSeni a bezpecnostnilogy, Udaje z
cookies.

- Analytické Udaje: Gdaje o navstévach a pouzivani
Platformy z Google Analytics, pouze pokud jste k tomu
udélilisouhlas.

- Komunikace s nami: dotazy, stiznosti, nahlaseni obsahu
ajejich vyfizeni.

2 Ugely a pravni zaklady zpracovani

- Registrace a sprava uctu, provoz Platformy - pInéni
smlouvy (Cl. 6 odst. 1pism. b) GDPR).

- Zvefejnéni Profilu Tvlrce v Katalogu - pInénismlouvy s
Tvlrcem.

- Zobrazeni Projektd pfihlasenym Tvirciim a
zprostiedkovani komunikace mezi Firmou a Tvircem -
plnénismlouvy.

- Servisni e-maily (potvrzeni e-mailu, upozornénina
novou zpravu, konec Zkusebniho obdobi, nedspésna
platba, zmény podminek) - pInénismlouvy.

- Predplatné, fakturace a ucetnictvi - plnénismlouvy a
plnénipravni povinnosti (¢l. 6 odst. 1pism. c) GDPR).

- Hodnoceni Tvlrcu a statistika Dokonéenych zakazek -
opravnény zdjem na divéryhodnosti Katalogu (¢l. 6
odst. 1pism. f) GDPR).

- Automaticka kontrola zprav na spam a podvody -
opravnény zajem na ochrané Uzivatell a bezpecnosti
Platformy.

- Bezpeénost, prevence podvodu a zneuziti, moderace
obsahu, vyfizovani nahlaseni a stiznosti - opravnény
zajem a plnéni pravnich povinnosti, zejména podle
nafizeni o digitalnich sluzbach (EU) 2022/2065.

- Obchodni sdéleni(novinky o Platformé) - stavajicim
UZivatellm na zékladé § 7 odst. 3zdkona ¢. 480/2004
Sb. o nabidce vlastnich obdobnych sluzeb s moznosti
kdykoli odmitnout, jinak pouze na zékladé souhlasu.

- Analytika navstévnosti (Google Analytics) - souhlas
(Cl. 6 odst. 1pism. a) GDPR) udéleny v cookie listé.

- Ochrana pravnich narokd - opravnény zajem.

PoskytnutiUdajd o Uctu a v Profilu je podminkou uzavreni
smlouvy o uzivani Platformy; bez nich Platformu nelze
pouzivat.

3 Coje verejné akdo co vidi

3.1. Profil Tviirce je vefejny. BEéhem Zkusebniho obdobia
trvani Pfedplatného je Profilzobrazen v Katalogu a
dostupny komukolinainternetu, véetné pfipadného
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display in search engines. The Creator determines the
Profile content and may edit it at any time. After the Trial
Period ends without a Subscription, or after the
Subscription ends, the Profile ceases to be publicly
available, including via a direct link. We retain the Profile
data forthe lifetime of the account so that the Profile can
be displayed again when the Subscriptionis renewed.

3.2.We do not publish Users’ e-mail addresses in Profiles.

3.3. AProject posted by a Client is visible to all logged-in
Creators, together with the Client information shown with
the Project. Please do notinclude personal datain a Project
thatis not necessary to describe the request.

3.4.The other party to a conversation sees the User's name,
company name and the content of messages.

3.5. Arating given by a Clientis publicly displayedin the
Creator’s Profile together with the Client’s name.

4 Chat messages

4.1.The content of messagesis accessible to the
participants of the conversation.

4.2.We automatically check messages to detect spam,
fraud and malicious links. The system may hold, flag or
block a suspicious message; the final decisiononsucha
message is made by a ProduoAl staff member, who reviews
the message to the extent necessary.

4.3. Apart fromthe casesunder Article 4.2, we access
message content only where necessary to handle a notice
or complaint, to ensure security and prevent fraud, to
comply with alegal obligation orat the requestof a
conversation participant.

4.4.We do not use message content for advertising or to
train artificial intelligence models.

5 Automated processing

5.1. The ranking of Profiles in the Catalogue is determined
by an automated system according to the parameters
describedin Article 8 of the Terms of Use (match with the
search, rating and Profile completeness).

5.2. Displaying or hiding a Profile depends automatically on
the status of the Trial Period and Subscription; this
constitutes performance of the contract with the Creator.

5.3.The automated message check under Article 4.2
serves to protect Users; permanent blocking of amessage
orrestriction of anaccountis always decided by a human.

5.4. Beyond the above, we do not make decisions based
solely on automated processing that produce legal effects
concerning a User or similarly significantly affect them.
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zobrazenive vyhledavacich. Obsah Profilu uréuje Tvirce a
mUze jej kdykoli upravit. Po skon¢eni Zkusebniho obdobi
bez aktivace Pfedplatného nebo po skonceni
Predplatného prestane byt Profil vefejné dostupny, atoi
prostiednictvim pfimého odkazu. Udaje Profilu
uchovavame po dobu existence uctu, aby se Profil po
obnoveni Pfedplatného mohl znovu zobrazit.

3.2. E-mailové adresy Uzivatel v Profilech nezverejriujeme.

3.3. Projekt zadany Firmou vidi vSichni pfihlaseni Tvlrci, a
to véetné Udajl o Firmé, které jsou u Projektu uvedeny. Do
Projektu proto neuvadéjte osobnildaje, které nejsou pro
popis poptavky nezbytné.

3.4.Jméno andzev firmy UZivatele a obsah zprav vididruha
strana konverzace.

3.5. Hodnoceniudélené Firmou je verejné zobrazeno v
Profilu Tvdrce spolu s ndzvem Firmy.

4 Zpravy v chatu

4.1, Obsahzprav je pfistupny Ucastnikim konverzace.

4.2. Zpravy automaticky kontrolujeme za i¢elem odhaleni
spamu, podvodu a Skodlivych odkaz(. Podezielou zpravu
mUze systém zadrzet, oznacit nebo zablokovat; kone¢né
rozhodnuti o takové zpravé Cini pracovnik ProduoAl, ktery
do zpravy v nezbytném rozsahu nahlédne.

4.3.Mimo pripady podle ¢l. 4.2 do obsahu zprav nahlizime
pouze tehdy, je-li to nezbytné k vyfizeni nahlaSeninebo
stiznosti, k zajisténibezpecnosti a prevenci podvodd, ke
splnénipravni povinnosti nebo na zddost ucastnika
konverzace.

4.4, Obsah zprav nepouzivame k reklamé ani k trénovani
modell umélé inteligence.

5 Automatizované zpracovani

5.1. PoradiProfilli v Katalogu uréuje automatizovany systém
podle parametrd popsanych v ¢lanku 8 Podminek uzivani
platformy (shoda s hledanim, hodnocenia Uplnost Profilu).

5.2. Zobrazeni i skryti Profilu automaticky zavisina stavu
Zkusebniho obdobia Pfedplatného;jde o pInénismlouvy s
Tvlrcem.

5.3. Automaticka kontrola zprav podle ¢l. 4.2 slouzi k
ochrané UzZivatel(; o trvalém zablokovani zpravy nebo
omezeni Uctu vzdy rozhoduje ¢lovék.

5.4. Neprovadime rozhodovanizalozené vyhradné na
automatizovaném zpracovani, které by mélo vic¢i UzZivateli

3/6



PRODUOAI

ENGLISH

Privacy Policy - Ochrana osobnich Gdajt

CESKY

6 Recipients of personal data

6.1. Processors that process data on our behalf and on our
instructions:

- Microsoft Ireland Operations Ltd. - Platform and
database hosting (Microsoft Azure, EU data centre -
France) and sending of service e-mails (Azure
Communication Services);

- Googlelreland Ltd. - website analytics (Google
Analytics, only with consent) and e-mail communication
and office tools (Google Workspace);

- accountants and tax advisers.

6.2. Independent controllers:

- Stripe Payments Europe, Ltd. - processing of
Subscription payments; Stripe also processes payment
data as anindependent controller underits own privacy
policy;

- Google (YouTube) - when playing a video embedded in
a Creator’s Profile; the playerloadsin privacy-enhanced
mode only afteryou click the video;

- legalrepresentatives, courts and public authorities
where required by law or to protect ourrights.

6.3. Other Users to the extent described in Article 3.

6.4.\We do not sell personal data.

7 Transfers outside the EEA

Some providers (in particular Stripe, Microsoft and Google)
may also process datain the United States. In such cases,
the transferis based on the European Commission’s
adequacy decision (EU-U.S. Data Privacy Framework) or on
standard contractual clauses. Information on the specific
mechanism is available onrequest at info@produoai.com.

8 Retention periods

- Account and Profile: for the lifetime of the account.
Afterthe accountis cancelled, we delete or anonymise
the data within 30 days, subject to the exceptions
below.

- Messages: for the lifetime of the participants’
accounts. If one participant cancels theiraccount, the
messages remain available to the other party and we
anonymise the sender’s name. Messages are deleted
no laterthan 3 years after the last messagein the
conversation.

pravni ucinky nebo se jej obdobné vyznamné dotykalo, nad
rémec uvedeného.

6 Komu udaje predavame

6.1. Zpracovatelé, ktefi pro nas zpracovavaji idaje podle
nasich pokynu:

- Microsoft Ireland Operations Ltd. - hosting Platformy a
databaze (Microsoft Azure, datové centrumv EU -
Francie) a rozesilani servisnich e-maild (Azure
Communication Services);

- Googlelreland Ltd. - analytika navstévnosti (Google
Analytics, pouze se souhlasem) a e-mailova komunikace
akancelarské nastroje (Google Workspace);

- UcCetniadanoviporadci.

6.2. Samostatni spravci:

- Stripe Payments Europe, Ltd. - zpracovaniplateb
Predplatného; Stripe zpracovava platebniudaje také
jako samostatny spravce podle svych zdsad ochrany
soukromi;

- Google (YouTube) - pfi prehranividea vlozeného do
Profilu Tvirce; prehravac se nacte v rezimu se zvySenou
ochranou soukromiaz po kliknutina video;

- pravnizastupci, soudy a organy verejné moci, pokud to
vyzaduje pravni predpis nebo ochrana nasich prav.

6.3. Ostatni Uzivatelé v rozsahu popsanémyv ¢lanku 3.

6.4. Osobniudaje neprodavame.
7 Predavani mimo EHP

Néktefi poskytovatelé (zejména Stripe, Microsoft a Google)
mohou Udaje zpracovavat také ve Spojenych statech.V
takovém pfipadé se predani opird o rozhodnuti Evropské
komise o odpovidajiciochrané (EU-U.S. Data Privacy
Framework) nebo o standardni smluvni dolozky. Informace
o konkrétnim mechanismu poskytneme na vyzadanina
info@produoai.com.

8 Jak dlouho udaje uchovavame

- U&et a Profil: po dobu existence Uétu. Po zrugeni Gétu
Udaje smazeme nebo anonymizujeme do 30 dnd, s
vyjimkami nize.

- Zpravy: po dobu existence Uctd Gcastnikl konverzace.
PfizruSeni u¢tu jednoho Gcastnika zlstavaji zpravy
dostupné druhé strané ajméno odesilatele
anonymizujeme. Zpravy mazeme nejpozdéji 3 roky od
poslednizpravy v konverzaci.

- Projekty: po dobu existence Gctu Firmy, nejdéle 3 roky
od uzavreni Projektu.
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- Projects: for the lifetime of the Client’s account, no
longerthan 3 years after the Projectis closed.

- Ratings: for the lifetime of the Profile; after the rating
Client’'saccountis cancelled, we anonymise the rating.

- Invoices and accounting documents: 10 years under
the Accounting Act and the VAT Act.

- Notices, complaints and moderation decisions: 3
years after they are handled, to protectlegal claims and
demonstrate compliance.

- Security logs: nolongerthan 12 months.

- Analytics data: 14 months (Google Analytics setting).

- Opt-outs from commercial communications: in
minimal scope foraslong as necessary torespect the
opt-out.

Where a dispute or other proceedings are pending, we may
retain the data necessary to protect ourrights until they are
concluded.

9 Security

We use appropriate technical and organisational measures,
in particular encrypted transmission (HTTPS), storing
passwords in hashed form only, access control based on
the principle of least privilege, multi-factor authentication
foradministrative access and backups. Inthe event of a
personal databreach, we actin accordance with the GDPR,
including notifying the Office for Personal Data Protection
and the affected persons where required by law.

10 Your rights

You have theright:

- ofaccesstoyour personal data;

- torectification of inaccurate data (you can edit most
datayourselfinyouraccount);

- to erasure where the legal conditions are met (you can
cancelyouraccount at any time);

- torestriction of processing;

- todata portability for data provided to us on the basis of
acontract or consent;

- toobject to processing based onlegitimate interest
and, at any time, to processing for direct marketing
purposes;

- towithdraw consent at any time (e.g. to analytics
cookiesviathe “Cookie settings” link in the footer),
without affecting the lawfulness of processing before
withdrawal;

- tolodge a complaint with the Office for Personal Data
Protection (www.uoou.gov.cz).
Right to object. Where we process your data on the basis
of legitimate interest (in particular ratings, automated

- Hodnoceni: po dobu existence Profilu; po zruseniGctu
hodnotici Firmy hodnoceni anonymizujeme.

- Fakturacnia ucetnidoklady: 10 let podle zakona o
Ucetnictviazdkona o DPH.

- Nahlaseni, stiznosti a moderaénirozhodnuti: 3 roky od
jejich vyfizeni, pro Ucely ochrany pravnich narokd a
dolozeniplnénipovinnosti.

- Bezpecénostnilogy: nejdéle 12 mésicu.

- Analytické Gdaje: 14 mésict (nastaveniGoogle
Analytics).

- Odmitnuti obchodnich sdéleni: v minimalnim rozsahu
tak dlouho, jak je nutné k respektovani odmitnuti.

Pokud probiha spor nebo jiné fizeni, mizeme Udaje
potifebné k ochrané nasich pravuchovat azdo jeho
skonceni.

9 Zabezpeceni

Pouzivdme primérena technicka a organizacni opatreni,
zejména Sifrovany pfenos (HTTPS), ukladanihesel pouze v
hashované podobé, fizeni pfistupovych opravnéni podle
administratorskeé pfistupy a zalohovani. Pfi poruseni
zabezpecenipostupujeme podle GDPR, véetné ozndmeni
Ufadu pro ochranu osobnich Gdajd a dot&enym osobam,
pokud to zékon vyzaduje.

10 Vase prava

Mate pravo:

- na pfistup ke svym osobnim udajim;

- naopravu nepfesnych idaji (vétsinu idaji mizete
upravit samiv uctu);

- navymaz,jsou-li splnény zdkonné podminky (Ucet
mUzete kdykoli zrusit);

- naomezenizpracovani;

- naprenositelnost idajd, které jste nam poskytlina
zakladé smlouvy nebo souhlasu;

- vznést namitku proti zpracovanizalozenému na
opravnéném zajmu a kdykoli proti zpracovani pro Gcely
pfimého marketingu;

- kdykoli odvolat souhlas (napf. s analytickymi cookies
pres odkaz ,Nastaveni cookies” v paticce), aniz by tim
byla dot¢ena zdkonnost zpracovani pred odvolanim;

- podat stiznost u Uradu pro ochranu osobnich tdajti
(Www.uoou.gov.cz).

Pravo vznést namitku. Zpracovavame-livase Udaje na
zékladé opravnéného zajmu (zejména hodnoceni,
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checks of messages and security), you may object at any
time on grounds relating to your particular situation; we will
then stop processing unless we demonstrate compelling
legitimate grounds. You may object to direct marketing at
any time without giving reasons and we will no longer
process your data for that purpose.

Please send requests to info@produoai.com. We will
handle them without undue delay, no later than within one
month. Before handling arequest, we may reasonably
verify youridentity.

11 Age of Users

The Platformisintended for businesses over 18 years of
age. We do not knowingly process data of persons under
18.

12 ProduoAl bespoke services

Where ProduoAl provides its own bespoke services
outside the Platform, the processing of personal datain
that context is governed by a separate privacy policy and,
where applicable, a data processing agreement (DPA).

13 Changes to this policy

We may update this policy when the Platform, processors
orlegislation change. We willinform Users of material
changesinadvance by e-mail or on the Platform.

14 Contact

ProduoAl s.r.o., Karla Englise 3208/5, Smichov, 150 00
Prague 5, Czech Republic - E-mail: info@produoai.com

ProduoAls.r.o. - Privacy Policy / Zésady ochrany osobnich tdajd - v1.3

automaticka kontrola zprav a bezpeénost), mizete kdykoli
vznést namitku z dlvodu tykajicich se vasikonkrétni
situace; zpracovani pak ukonc¢ime, pokud neprokadzeme
zavazné opravnéné dlivody. Proti pfimému marketingu
mUzete vznést namitku kdykolibez udéani dlvodu a pro
tento UcCel vase Udaje jiznebudeme zpracovavat.

Z&dosti posilejte na info@produoai.com. Vyfidime je bez
zbytecného odkladu, nejpozdéji do jednoho mésice. Pred
vyfizenim mizeme pfimérené ovéfit vasi totoznost.

11 Vék Uzivateld

Platforma je uréena podnikatel@im star§im 18 let. Udaje
osob mladsich 18 let védomé nezpracovavame.

12 Zakazkové sluzby ProduoAl

Pokud ProduoAl poskytuje vlastnizakazkové sluzby mimo
Platformu, fidi se zpracovani osobnich idajl v jejich rdmci
samostatnymizasadamiochrany osobnich idajd a
pfipadné smlouvou o zpracovani osobnich idajt (DPA).

13 Zmény zasad

Tyto zdsady mizeme aktualizovat pfizméné Platformy,
zpracovatell nebo pravnich predpist. O podstatnych
zménach UZivatele informujeme e-mailem nebo na
Platformé predem.

14 Kontakt

ProduoAls.r.o., Karla Englise 3208/5, Smichov, 150 00
Praha 5 - E-mail: info@produoai.com
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